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Industrial Defender for 
Splunk App: Investigate 
Security Events with Deep 
Contextual Data

When a security event occurs in complex operational technology (OT) 

environments, it can be difficult to get the right information to the right 

people to quickly respond to an emerging cybersecurity threat. Industrial 

Defender for Splunk app solves this challenge by delivering security 

events with deep asset context to analysts, so they can quickly identify and 

mitigate potential cybersecurity issues. 

The app increases the effectiveness of using Splunk in OT environments by 

providing not just alert data, but also contextual asset information including 

location, criticality, and contact information for the OT asset owner. 

Industrial Defender API Add-on for Splunk also eliminates the manual 

process of mapping the comprehensive data sets provided by Industrial 

Defender to the Splunk user interface.
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Industrial 
Defender 
for Splunk 
Benefits
•	 Detect recent changes 

and security events 
across your asset base 
and at your perimeter 
to take decisive action 
when vulnerabilities 
and threats are 
identified. 

•	 Mitigate cyberthreats 
quickly with actionable, 
contextual security 
event data.

•	 Enhance IT and OT 
collaboration with 
common situational 
awareness into critical 
ICS environments.

•	 Quickly access asset 
data like location, 
criticality, and contact 
information for the OT 
asset owner in Splunk.

https://www.industrialdefender.com/
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SOLUTION COMPONENTS

•	 Industrial Defender for Splunk 
•	 Industrial Defender API Add-on for Splunk 

Use Cases

Industrial Defender for Splunk App delivers contextual asset and network 
data related to security events and changes into two pre-configured 
dashboards, the SOC Dashboard and the Asset Insights Dashboard. Having 
this actionable data at their fingertips helps security teams reduce the 
mean time to respond (MTTR) to a potential cybersecurity threat in critical 
OT environments. 

SOC DASHBOARD
Monitor OT security events by category
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ASSET INSIGHTS DASHBOARD
Monitor OT security events, administrative properties, baseline 

deviations, and vulnerabilities
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ABOUT INDUSTRIAL DEFENDER:
Since 2006, Industrial Defender has been solving the challenge of safely collecting, monitoring, and managing OT asset data at scale, 
while providing cross-functional teams with a unified view of security. Their specialized solution is tailored to complex industrial 
control system environments by engineers with decades of hands-on OT experience. Easy integrations into the broader security and 
enterprise ecosystem empower IT teams with the same visibility, access, and situational awareness that they’re accustomed to on 
corporate networks. Learn more at www.industrialdefender.com.
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